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-
Phishing

@ Phishing is a fraudulent activity in which the attacker tries to achieve
illegal financial gain either (i) by stealing and spoofing user identity/
credentials or (ii) by usurping control of access to user information

@ Phishing can also be achieved through

o lIdentity theft
e Unauthorised access
e Installation of Malware or spyware
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-
Anti-Phishing

@ Anti-phishing is a method through which the phishing scams are
detected and prevented.

@ Anti-phishing browser extensions / toolbars are of two types:

o Content based
o Non Content based
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Formulation of Research Questions

From the study, we formulated three research questions
© What are the areas that current Anti-Phishing solutions address?
@ Do the Existing Anti-Phishing toolbars cover all the phishing attacks?
© What are the current Research gaps in Anti-Phishing?
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-
Anti-Phishing Solutions

@ In Content-based Phishing detection, the phishing attack is detected
by analyzing the content of email, website, and social media.

@ Non-Content based approaches focus on the features other than
content. Blacklist, based on user rating, popularity of the domain and

SO on.
Content Based Phishing Detection Non-Content Based Phishing
@ Social Media Detection
@ Website Content @ Email and
@ Email Content @ Website based Phishing
e DNS Detection

SR O ET Tl aEEIETI WY T ETR (RXNES IGalOG  Classification of Anti-Phishing Solutions March 4, 2019 5/21



-
Classification of Anti-phishing Solutions for Phishing
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-
List of Phishing Detection Features at Different Levels

Email Features Website Features
Header Features Address bar Features
URL Feature in Email Abnormal web Features
Word List Feature HTML and JavaScript
Structural Features Domain Features
HTML Content Graphical Features
Email Body Features Country-code  &amp;
TLD
URL Features
Twitter Facebook
Social Media Features | Account Specific | Account Specific Fea-
Features tures
Object Specific | Object Specific Fea-
Features tures
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-
Existing Anti-Phishing Approaches

Content Based Anti-Phishing Approaches

Behavioral Based

Visual Content Similarity Based
Rule Based (Heuristics)

Text Content Similarity Based
Machine Learning Based

Email Metadata Based

Pattern Matching Based
Blockchain Based
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-
Existing Anti-Phishing Approaches

Non-

Content Based Anti-Phishing Approaches

Blacklist Based
Whitelist Based
Domain Popularity
Restricted Form Filling
Dummy Content Filling
Layout Similarity

User Website Rating
Crowdsourcing
Steganography

One Time Password
Watermarking

DNS

Hashing based
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Popular Anti-Phishing algorithms

Detection

used in Phishing
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Popular Anti-Phishing algorithms used in Phishing
Detection
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-
Evolution Roadmap of Anti-Phishing Solutions

IP Address
Verification
Rule based (Host and DNS),
(Heuristics), Pattern
Layout Matching, Visual
User Website Similarity, Similarity, Steganography
Rating Domain Dummy Content
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-
Existing Anti-phishing Browser Extensions/Toolbars

@ Most of the anti-phishing solutions are available as a browser
extensions /toolbars.

@ When the users install any anti-phishing toolbar /browser extension,
it keeps monitoring the user activities and alerts them.

@ There are few approaches that still at the research level, which is not
fully evolved as a browser extension.

@ The existing Anti-Phishing browser extensions/ toolbars are analyzed
in terms of maturity level, mode of operation, pros, and cons.
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-
Existing Anti-phishing Browser Extensions/Toolbars

Maturity Level

@ Anti-Phishing Approaches that are fully explored as Browser
extensions.

@ Anti-Phishing Approaches that are still at research level.
Mode of operation

@ Stand-alone

@ From Server

@ From Third Party
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-
Existing Anti-phishing Browser Extensions/Toolbars

S.NoName of the|ApproachtMode PROS CONS
Toolbar Used of Op-
eration
1. AntiPhisl Restricted |Stand- [AntiPhish detects phishing attacks cor-[It requires manual interaction of the user.
Form alone  |rectly if it is purely an HTML webpage |Generates False alarms
Filling
2. B-APT[37] Machine |Stand- |It uses machine learning approach with|B-APT is vulnerable to Website spoofing
Learning |alone DOM analyzer for phishing detection. attack.
3. BogusBitte Dummy |Stand- [It feeds a large number of bogus creden-|The Phisher uses filtering techniques to
Content |alone  [tials to protect the user credentials from|eollect the credentials
Filling the phisher.
4. DOM Layout Stand- |The browser automatically stores the user|Spoofed web pages with similar images and
AntiPhish|[f Similarity |alone password by hashing it. If the password is|visual looks of the legitimate site to fool the
reused it will give an alert to the users.  [user.
5. Dynamic Secu-|Visual Server |The user has to remember a image and a|There is a chance of leaking the veri-
rity Skin Similarity image to authenticate oneself to the server.|fier, leak of images, visual contents can be
To authenticate, the user has to perform a|spoofed by the phisher.
visual matching
6. eBayAccount |Heuristic, [Server |It allows users to submit the suspected|Only applicable to eBay and PayPal sites
Guard|21] Blacklist sites to eBay which can be added to theland Denial of Service attacks are possible.
their Blacklist.
7. FirePhish| Open Server It maintains its own database to store the|/They have to maintain their own safe and
Database phishing site for better detecting the at-[phishing sites.
tacks.
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-
Existing Anti-phishing Browser Extensions/Toolbars

S.NoName of the|ApproachiMode PROS CONS
Toolbar Used of Op-

eration

8. GoldPhish[18] [Visual Third [Protects from zero-day phishing. Delays the rendering of a web page. Google|
Similarity [Party PageRank algorithm is vulnerable to new

phishing attacks.

9. iTrustPage[50] |Blacklist, |Third |It is effective and easy to use. Phishing pages should be discovered
Whitelist |party quickly and added to a blacklist. The|

Blacklist alone can't be a better solution
for phishing detection.

10. |[LinkGuard[63] [Blacklist, [Third [It detects known and unknown attacks|False positives can possible in category 2
Whiltelist,|Party  |with an accuracy of 96%. There is no false|solution in the case of IP address verifica-
Pattern positive and false negatives for category 1.|tion in the place of Domain name.
Matching

11.  |McAfee Site|Rating Server  |McAfee maintains their own database that|It is vulnerable to detect phishing sites
Advisorf the  site uses automatic crawlers that search the|with embedded objects.

with their sites and perform tests and includes in the
. database.

12.  [Microsoft Server It provides additional security at the net-|It may be vulnerable to newly created
Smart  Screen|Heuristics work level. It also protects from malicious|phishing attacks if the Blacklist not reg-
Filter[40] attachments like keylogge ularly updated.

13. |Netcral Blacklist, |Stand- (It allows phishing site feed, provides phish-|The information like site rank, IP ad-
Heuris alone  |ing alerts, mapping of current phishing at-|dress, web server, net-block owner, and last
ties, User tacks. changes made can help the phisher in many|
Rating ways.
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-
Existing Anti-phishing Browser Extensions/Toolbars

S.NoName of the|ApproaciMode PROS CONS
Toolbar Used of Op-
eration

14. |Passpet|67] Restricted |Server  [Allows the user to remember only password|Vulnerable to Pharming attack. The|
Form to log in with multiple systems. phisher can steal the credentials of non-
Filling SSL protected sites by hijacking. It is also|

vulnerable to offline dictionary attacks.

15. |PhishProof[70] |Blacklist, [Server [PhishProof uses three levels of security. It[It cannot protect the users from malware.
Whiteli alerts the users on phishing sites. User in-

Heuristics put is not required. User can also report
phishing sites.
16. |PhishTank Site|Open Server It blocks the users for the sites which are|New phishing attacks become difficult to
Checker Database already reported as phishing in their Open|detect unless the database is updated fre-
database. quently. It is slow because the users have|
to report the site as phishing.

17.  [PhishZoo[4] Content  |Server |PhishZoo creates their own trusted profiles|PhishZoo is vulnerable to website spoofing]

Similarity with legitimate sites using a fuzzy hashing|attack.
technique to detect phishing.

18. |Pixastic Stegano- [server |[Robust Message based Image Stegnogra-|Vulnerable to DNS spoofing attack, Brute
graphy phy algorithm is used to hide the secret|force attack, and Print screen is also pos-
based image and protect the users not to enter|sible

the personal credentials in phishing web-
sites.

19.  [SpoofGuar Heuristics |Stand- |[The advantage of this toolbar is stoping|lt shows a false alarm when the user visits|

alone  |the outgoing data to phishing sites by per-|the legitimate site for the first time.
forming image check and password check.
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-
Existing Anti-phishing Browser Extensions/Toolbars

S.NoName of the|ApproachiMode PROS CONS
Toolbar Used of Op-

eration

20.  |SpoofStick - Stand- |The user can change the appearance of the|Vulnerable to iframes attack if the user

alone  |toolbar because of its user-friendliness and|opens multiple windows while surfing.
they address the graphics property.

21. |The Earthlink|Heuristics,|Server |It relays on the combination of heuristics,|No alert message is displayed for users.
Toolbar [20] User Rat- user ratings and manual verification. Tool-|User ratings produce more false alarms.

ing bar displays a thumb to indicate whether
the site is phishing or not.

22, [TrustWatch[26]|Blacklist [Server |TrustWatch provides a personal security[Vulnerable to newly created phishing at-
ID to prevent the toolbar spoofing. It is|tacks if the database is not updated regu-
easy to use. larly.

23.  |Verisign EV|Domain |Server |[It detects the phishing sites by verifying|It only identifies SSL certificates given by
Green Bar|Popular- the SSL certificates of the site. VeriSign, not the other valid SSL certifi-
Extension ity cates.

24.  |Virtual Blacklist, |[Third [Alerts the users if the site is not present in|Vulnerable to key-loggers, screen loggers,
Browser Heu Party  |the Whitelist they are maintaining. and client-side scripting attack.

Extension| i
Similarity

25, |Web of Trust|Blacklist, |Third |The reputation of the site is shown next to|A single rating from a person can make
(WOT)[76] Crowd-  |Party [the search results. Very user-friendly. the site unsafe because it depends on user

sourcing ratings.
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Summary

The answers for the formulated research questions are as follows:
@ What are the areas that current Anti-Phishing solutions address?

e When compared to Non-content based approaches, Content based
approaches are better in detecting phishing.

o Content based approaches like Rule based, Machine learning based
approaches are good in detection.

o Blockchain based aprroaches are good in protecting DNS level attacks.

@ Do the Existing Anti-Phishing toolbars cover all the phishing attacks?

e Most of the Anti-Phishing toolbars work on any specific type of attacks.
© What are the current Research gaps in Anti-Phishing?

e Mobile Phishing, Voice Phishing, Social Media Phishing are the areas
where more research is required.
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