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Phishing

Phishing is a fraudulent activity in which the attacker tries to achieve
illegal financial gain either (i) by stealing and spoofing user identity/
credentials or (ii) by usurping control of access to user information

Phishing can also be achieved through

Identity theft
Unauthorised access
Installation of Malware or spyware
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Anti-Phishing

Anti-phishing is a method through which the phishing scams are
detected and prevented .

Anti-phishing browser extensions / toolbars are of two types:

Content based
Non Content based
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Formulation of Research Questions

From the study, we formulated three research questions

1 What are the areas that current Anti-Phishing solutions address?

2 Do the Existing Anti-Phishing toolbars cover all the phishing attacks?

3 What are the current Research gaps in Anti-Phishing?
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Anti-Phishing Solutions

In Content-based Phishing detection, the phishing attack is detected
by analyzing the content of email, website, and social media.

Non-Content based approaches focus on the features other than
content. Blacklist, based on user rating, popularity of the domain and
so on.

Content Based Phishing Detection

Social Media

Website Content

Email Content

DNS

Non-Content Based Phishing
Detection

Email and

Website based Phishing
Detection
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Classification of Anti-phishing Solutions for Phishing
Detection

S. Chanti Research Scholar (Pondicherry University, Puducherry)Classification of Anti-Phishing Solutions March 4, 2019 6 / 21



List of Phishing Detection Features at Different Levels

Email Features Website Features
Header Features Address bar Features

URL Feature in Email Abnormal web Features

Word List Feature HTML and JavaScript

Structural Features Domain Features

HTML Content Graphical Features

Email Body Features Country-code &amp;
TLD

URL Features

Social Media Features
Twitter Facebook
Account Specific
Features

Account Specific Fea-
tures

Object Specific
Features

Object Specific Fea-
tures
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Existing Anti-Phishing Approaches

Content Based Anti-Phishing Approaches

Behavioral Based

Visual Content Similarity Based

Rule Based (Heuristics)

Text Content Similarity Based

Machine Learning Based

Email Metadata Based

Pattern Matching Based

Blockchain Based
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Existing Anti-Phishing Approaches

Non-Content Based Anti-Phishing Approaches

Blacklist Based

Whitelist Based

Domain Popularity

Restricted Form Filling

Dummy Content Filling

Layout Similarity

User Website Rating

Crowdsourcing

Steganography

One Time Password

Watermarking

DNS

Hashing based
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Popular Anti-Phishing algorithms used in Phishing
Detection
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Popular Anti-Phishing algorithms used in Phishing
Detection
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Evolution Roadmap of Anti-Phishing Solutions
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Existing Anti-phishing Browser Extensions/Toolbars

Most of the anti-phishing solutions are available as a browser
extensions /toolbars.

When the users install any anti-phishing toolbar /browser extension,
it keeps monitoring the user activities and alerts them.

There are few approaches that still at the research level, which is not
fully evolved as a browser extension.

The existing Anti-Phishing browser extensions/ toolbars are analyzed
in terms of maturity level, mode of operation, pros, and cons.
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Existing Anti-phishing Browser Extensions/Toolbars

Maturity Level

Anti-Phishing Approaches that are fully explored as Browser
extensions.

Anti-Phishing Approaches that are still at research level.

Mode of operation

Stand-alone

From Server

From Third Party
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Existing Anti-phishing Browser Extensions/Toolbars
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Existing Anti-phishing Browser Extensions/Toolbars
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Existing Anti-phishing Browser Extensions/Toolbars
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Existing Anti-phishing Browser Extensions/Toolbars
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Summary

The answers for the formulated research questions are as follows:

1 What are the areas that current Anti-Phishing solutions address?

When compared to Non-content based approaches, Content based
approaches are better in detecting phishing.
Content based approaches like Rule based, Machine learning based
approaches are good in detection.
Blockchain based aprroaches are good in protecting DNS level attacks.

2 Do the Existing Anti-Phishing toolbars cover all the phishing attacks?

Most of the Anti-Phishing toolbars work on any specific type of attacks.

3 What are the current Research gaps in Anti-Phishing?

Mobile Phishing, Voice Phishing, Social Media Phishing are the areas
where more research is required.
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Thank you
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